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UBND TINH TUYEN QUANG CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Tw do - Hanh phac
S6: 645 ISTTTT-CNTT Tuyén Quang, ngay28 thang 7 nam 2021

VIV 16 hong bao mat moi anh hudng dén
hé diéu hanh Windows 10, Windows Server va
Oracle WebLogic Server

Kinh gui:
- Vin phong Hoi dong nhan dan tinh;
- Vian phong Uy ban nhan dan tinh;
- Céc so, ban, nganh;
- Uy ban nhan dan céc huyén, thanh phé;
- Trung tim Cdng nghé théng tin va Truyén théng,
So Thong tin va Truyén thdng.

Thyc hién Van ban s6 984/CATTT-NCSC ngay 23/7/2021 ctia Cyc An toan
thong tin vé viéc 10 hong bao mat mdi anh hudéng dén hé di€u hanh Windows 10 va
Windows Server; Van ban s6 993/CATTT-NCSC ngay 23/7/2021 cuia Cuc An toan
thong tin vé& viéc 06 16 hong bao mat méi anh huong cao va nghiém trong trong
Oracle WebLogic Server; So Thong tin va Truyen thong cung cap thong tin va dua
ra cac giai phap phong, tranh viéc khai thic 16 hong bao mat trén san pham
Windows 10 va Windows Server; 06 16 hong bao mit méi anh huong cao va
nghiém trong trong Oracle WebLogic Server, cu thé nhu sau:

I. Thong tin vé 16 hong bao mat

1. L6 hong bao mat trén san phaAm Windows 10 va Windows Server

Ngay 20/7/2021, Microsoft da cong bd thong tin vé 16 hong bao mat mdi
(CVE-2021-36934) anh huéng dén hé diéu hanh Windows 10 phién ban
1809/1909/2004/21H1/20H2, Windows Server 2019/20H2. Khai thac thanh cong
16 hong nay cho phép doi tuong tAn cong nang cao dac quyen trén hé thong muc
tiéu, tir d6 c6 thé chiém quyén diéu khién toan bo hé thong Theo danh gia so bd
cua Trung tm Giam sat an toan khong gian mang quoc gia (NCSC), hé diéu hanh
Windows 10 va Windows Server dugc st dung kha pho bién hién nay nén 15 hong
bao mat nay s€ c¢6 anh hudng tuong doi rong va c6 thé trd thanh muc tiéu hu:crng
dén ciia cac d6i tugng tan cong trong thoi gian toi. Dac biét tai thoi diém nay, 16
hong bao mat chua c6 ban va dong thoi lai c6 ma khai thac cong khai trén Internet.
Do véy,viéc khai thac 16 hong trd nén dé dang hon dan dén gia ting céc nguy co
tAn cOng mang.

2. 0615 hong bao mit méi anh hudng cao va nghiém trong trong Oracle
WebLogic Server

Ngay 20/7/2021, Oracle d cong bd 342 ban va trong ban phat hanh cac ban
va quan trong thang 7/2021 cho cac diém yéu, 16 hong trén san phdm ctia minh,
dic biét trong d6 c6 nhiduld hong bao mat cé mirc anh huong nghiém trong. Noi
bat 13 06 16 hong bao mat (CVE-2021-2394, CVE-2021-2397, CVE-2021-2382,
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CVE-2021-2378, CVE-2021-2376, CVE-2021-2403) trong san pham Oracle
WebLogic Server. Trong d6 03 16 hong bao mat (CVE-2021-2394, CVE- 2021-
2397, CVE-2021-2382) c¢6 muc anh hu’cmg nghiém trong, cho phép dbi tugng tAn
cong thyc thi ma tir xa ma khong can xac thyuc(thong tin chi tiét vé cac 16 hong co
tai phu luc kém theo). Theo danh gla so by, WebLogic Server duge str dung nhiéu
trong cac hé thng thong tin cuia cac co quan, t6 chic ¢ Viét Nam, dic biét [a co
quan chinh phu, ngan hang, t6 chiic tai chinh, tap doan, doanh nghiép va cac cong
ty 16n. Trén co s& d6 va thuc té trién khai cong tic giam sat an toan thong tin
nhimg nam qua, Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC)
dy bao nhimg 16 hong nay s€ som cO ma khai thac cong khai trén Internet. Diéu
ndy c¢6 thé dan dén nguy co tdn cong mang trén dién rong trong thoi gian toi.

Il. Cac giai phap phong, tranh

Nham dam bao an toan thong tin cho hé thong thong tin ctia quy don vi, gop
phan bao dam an toan cho khong glan mang Viét Nam, S¢ Thong tin va Truyen
thong dé nghi cac so, ban, nganh, Uy ban nhan dan cac huyén, thanh phé trién khai
thuc hién cac giai phap sau:

1. Kiém tra, ra soat va xac dinh may st dung hé diéu hanh Windows ¢6 kha
nang bi anh huong. Tai thoi diém nay chua c6 ban va bao mat cho cac may bi anh
huong, Quy don vi can thuc hién bién phap khic phuc thay thé dé giam thiéu nguy
co tn cong theo huéng dan cua Microsoft .

2. Kiém tra, ra soat va xac dinh may cha web c6 sir dung Oracle Web Logic
dé phat hién va xu Iy kip thoi nguy co tan cong thong qua cac 16 hong bao méat trén
va cac san pham khic co trong danh sich canh bao cia Oracle co tai
https://www.oracle.com/security-alerts/cpujul2021.html. Tién hanh cép nhat ban
va 16 hong bao mat cho cic may chu bi anh hudng.

(tham khao huong dan tai phu luc kem theo)

3. Tang cudng gidm sat va sin sang phuong 4n xu Iy khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh bao
ctia cac co quan chire ning va céc to chirc 1on vé an toan thong tin dé phat hién kip
thoi cac nguy co tin cong mang

Trong trudng hop can thiét c6 thé lién hé dau mdi hd trg ciia Cuc An toan
thong tin: Trung tim Gidm sat an toan khong gian mang qudc gia, dién thoai:
0243.2091616, thu dién tr: ais@mic.gov.vn.

Tran trong./.

Noi nhan: KT. GIAM POC
-Nhutrén; PHO GIAM POC
- Ban Giam déc s¢ (bao cao);
- Luu: VT, CNTT.

S& Thong tin va Truyén thong
28-07-2021 10:38:35 +07:00

Nguyén Vin Hién
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. PHU LUC .
THONG TIN VE LO HONG BAO MAT
(Kem theo Cong van sé6 645 /STTTT-CNTT ngay 28 /7/2021
ciia S& Théng tin va Truyén thong)

I. L6 hong bao mat trén san pham Windows 10 va Windows Server

1. Théng tin vé 16 hang
M3 16 hong: CVE-2021-36934

CVSS: 7.8 (cao)

M ta: L6 hong bao mat ton tai do cac tai khoan nguoi ding thuong co thé

truy cap vao cac tép hé thong (nhu cac tép SAM, Windows Registry). Khai thac

thanh cong 16 hong nay, cho phép dbi twong tan cong thuc thi ma tiy y voi dic

quyén cao hon trén hé théng muc tiéu.

San phiam bi dnh hwéng: Cho dén thoi diém nay theo cong bd cua

Microsoft x4c nhan rang 16 hong nay anh huong dén hé diéu hanh Windows 10
phién ban 1809/1909/2004/21H1/20H2, Windows Server 2019/20H2.

2. Hwémg din khic phuc
Hién tai, Microsoft chua c6 thong tin phat hanh ban véa cho 16 hong nay,

thay vao d6 la dwa ra bién phap khiac phuc thay thé dé giam thiéu nguy co tan

cong.

2.1. Danh sich cac phién ban hé diéu hanh bi anh hwéng

STT H¢ diéu hanh

1 Windows Server, version 20H2 (Server Core Installation)
5 Windows 10 Version 20H2 ARMG64-based Systems

3 Windows 10 Version 20H2 for 32-bit System

4 Windows 10 Version 20H2 for x64-based Systems

5 Windows Server, version 2004 (Server Core Installation)
6 Windows 10 Version 2004 for x64-based Systems

7 Windows 10 Version 2004 for ARM64-based Systems




8 Windows 10 Version 2004 for 32-bit Systems

9 Windows 10 Version 21H1 for 32-bit Systems

10 Windows 10 Version 21H1 for ARM64-based Systems
11 Windows 10 Version 21H1 for x64-based Systems

12 Windows 10 Version 1909 for ARM64-based Systems
13 Windows 10 Version 1909 for x64-based Systems

14 Windows 10 Version 1909 for 32-bit Systems

15 Windows Server 2019 (Server Core installation)

16 Windows Server 2019

17 Windows 10 Version 1809 for ARM64-based Systems
18 Windows 10 Version 1809 for x64-based Systems

19 Windows 10 Version 1809 for 32-bit Systems

2.2. Hwéng din cic bude khiic phuc

- Buée 1: Dbi véi cac may tinh sir dung hé diéu hanh trong danh sach tai muc 2.1

+M& Command Prompt hoic Windows PowerShell bing quyén Admin




+ Trén thanh Start > nhap emd hoac powershel

Py b
‘”‘
Apps
L cmd - see web results > & Windows PowerShell iSE >

£ Active Directory Module for
Windows PowerShell

& Windows PowerShell ISE (x86) b
£ Windows PowerShell (x86) >
Settings

B PowerShell Developer Settings >

E Replace Command Prompt with
Windows PowerShell in the Win + X

B Allow local PowerShell scripts to run
without signing

Search the web

/O POWErS - See web resuits b

£ omd I O powers

+ Chudt phai chon Run as administrator > chon YES khi c6 bang thong bao
hién ra

' s ; App TS Run as administrator
“ L3 Run as administrator -
~ ) Apps m Open file location
Search the web (! Openfile location
£ Windows Pc = Pinto Start >
43 Pin
L cmd - See web rest to Start & Active Direc = Pin to taskbar
43 Pin to taskbar Windows PowerShell 2
£ Windows PowerShell ISE (x86) >

+ Kiém tra may tinh c¢6 bi anh huong 16 hong CVE-2021-36934, trén Command
Prompt hoac Windows PowerShell, str dung 1¢nh:

icacls C:\Windows\System32\config\sam

+ Néu hién thi BUILTIN\Users:(I)(RX), may tinh bi anh huong boi 16 hong.
Thue hién tiép cac bude sau dé khic phuc 16 hong.

+ Néu khong hién thj 16i nhu hinh duéi day, may tinh khong bi anh huong va
khong can thuce hién cac bude tiép theo.



* Trén giao dign Command Prompt:

88 Administrator Commnend Promet

* Trén giao dién Windows PowerShell

EN Administrator: Windows PowerShell

Néu két qua nhan dugc giong nhu thong tin theo anh & trén thi may tinh
dang bi anh hudng bai 16 hong CVE-2021-36934, Quy don vi tién hanh khic phuc
tam thoi theo hudng din cic bude tiép theo.

- Buwée 2: Sir dung lénh dé han ché quyén truy cip vao thu
muc Yewindir%)\system32\config

+ Trén giao dién Command Prompt:
* St dung 1énh:

icacls %owindir%\system32\config\*.* /inheritance:e




+ Trén giao diégn Windows PowerShell:
* Sur dung 1énh:

icacls Senv:windir\system32\config\*. * /inheritance:e

- Bude 3: Kiém tra lai quyén thu muc nhu ¢ Buée 1:
+ Trén giao dién Command Prompt

¥ Command Prompt

C:\Windows\

Successfully processed 1 files; il processing @ files

PS C:\Windo rstem32

PS C:\Windo

PS C:\Windows\system32> Hcacls CoiMindons\Systemizicaonfis\sam

LI \SYSTEMIS NTiE 3 ' L1y >lt ':A_H,_ )
Administrators:(I)(F)
- OI9KFOT\ADMIN: (I)(F)

processing @ files




- Bude 4: Xoa cac ban sao cua Volume Shadow Copy Service, System Restore
(néu co)

Luu y: Viéc thue hién x6a Shadow Copy c6 thé anh hudng dén hoat dong khoi
phuc, bao gom kha nang khoi phuc dir liéu bang cac img dung sao luu ctia bén thir
ba.

+ Cach I: St dung 1énh trén Command Prompt

* Hién thi tat ca cac ban sao lwu Shadow Copy:

| vssadmin list shadows /for=%systemdrive%

* Xoa toan b cac ban sao lwu:

vssadmin delete shadows /for=%systemdrive% /Quiet

Windows\system323jvssadmin delete shadows
vssadmin
(C) Copyright

5

* Kiém tra lgi cac ban sao luu da bi xoa hay chua:

vssadmin list shadows /for=%systemdrive%

Nadows
LOD 1=
Y V

Microsoft Corp.




+ Cach 2: Sur dung giao di¢n

* Truy cdp Setting > nhap vao 6 tim kiém System protect > Chon muc Create a
restore point

Settings
Windows Settings

.2, ~ rﬂ ‘Create a restore point

g System C@ Devices

Display. sound netificatons Bluetooth printers, mouse

power

D Phone @ Network & Intemet

Link your Android, Phone Wi-Fi, airplane mode VPN

* Tai tab System Protection > Chon Configure > chon Delete tai Detele all
restore points for this drive trén cutra s6 pop-up mai hién lén

Computer Name  Hardware  Advanced] System Protection [Remote = -

‘s System Protection for Local Disk (C:) X

| Use system protection to undo unwarted system changes
Restore Settings

By enabling system protection, you can undo undesired changes by

System Restore reverbng your computer o a previous point in time,
your computer 10 a previous regtore point System - 0 S
p— m"’m‘l u‘”'
Protecton Settings
Aualabie Deves Protection Disk Space Usage -
‘% Local Disk (C:} (System) On

You can adjust the masimum disk space used for system protection. As
space fils up, older restore points will be deleted to make room for new
ones,

Current Usage: 0 bytes

e e e ] i

Max Usage: [ |
Creste & restore poirt right now for the drives that |
have system protection tumed on Ceate... 2% (808, 18 M8)
Ddemdresunponufwhlwz
oK Cancel foly | ) S

[ ][ o | [

* Chon Continue dé hoan tat viéc xda cac ban sao
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System Protection X

You will not be able to undo unwanted system changes on this
drive. Are you sure you want to continue?

This will delete all restore points on this drive. This might include older system image
backups.

Continue ] I Cancel I

* Kiém tra cdc ban sao lwu da duwoc xéa: Tai tab System Protection > Chon
System Restore

. 5 £ System Rate X
Corgputer Vomw  Madtuaw Advanced Tveer Frtecton  flgesse - term Fartoce

Restore system files and settings
o,

! I wytem peswcion t Ureds Urwartecd spsten changes
o Fogore

v J Mo restone pords have deen Ceated 3n s coegater's systen
{ dove. To ceete & restore Dot 00N Syaten rolecton
You cen unds y-:--.!..w; | 3
O COMOuter 1D B D el ” |

Protsctun Setnze t

Acolatie Dvves Protecson Spetmre Hextorw can hel S probleres that mght Se mubery yous

& 2 tarpuier mun sonly i 1D rewonderg

- Locw Dk ) Gottenn) On
Syshere Revtore does rut Affect any of yiur S0Uments, Dekres, o
other personal dals. llocenty ralalied (v og s e dhivers mght e
unrsiladed

Corfgum mstors setings sunage dek guace
C@' e
ot Sdwte remaw s o

Comiie @ restore gobt 42 fow lor the dives thae
Ttve aysions peobocten funed o

o Canvesd

A - — [Cons]

* Tao ban sao luu maoi (néu afn): Tai tab System Protection > Chon Create

Comgater Name  Hadware Advancad  System Protecton  Remote

&f Use system prodection 10 undo urwirtad system changes

Systermn Protection X
Sysem Restore

Create a restore point
You can undo systern changes by reverting
your computer {0 8 previous resione pont an

Type & dencrofon 1o help you dentify the restore pont, The aurrent date and
time are added automaticaly.

— [ooustormn: | 2 |
hyalatie Dives Prtectie —_— . —
St [T
>

s Local Dk I} (System) On

Corfigre mestore settings. manage diak mpace ~
and debte o ports Cdpon

have system protecton fumed |1

oK Canoel

Nguén tham Khio:
- https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36934
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1. 06 16 hong bao mat méi anh hwéng cao va nghiém trong trong Oracle
WebLogic Server

1. Thong tin vé 16 hong

TT

CVE

Mo ta

Link tham khao

1

CVE-2021-2394

- L3 hong trong Oracle
WebLogic Server, cho
phép déi tuong tan
cong truy cap trai
phép, tr d6 chiém
quyén diéu khién may
chu muc tiéu.

- Dbiém CVSS: 9.8

(nghiém trong)
- Anh huong: Web-
Logic  phién  ban

10.3.6.0.0, 12.1.3.0.0,
12.2.1.3.0, 12.2.1.4.0
va 14.1.1.0.0.

https://www.oracle.com/se-
curity-alerts/cpu-
Jul2021.html

https://nvd.nist.gov/vuln/de-
tail/CVE-2021-2394

CVE-2021-2397

- L3 hong trong Oracle
WebLogic Server, cho
phép doéi tuong tin
cong truy cap trai
phép, tr do chiém
quyén dicu khién may
chu muc tiéu.

- Piém CVSS: 9.8
(nghiém trong)

- Anh huong: Web-
Logic  phién  ban
10.3.6.0.0, 12.1.3.0.0,
12.2.1.3.0, 12.2.14.0
va 14.1.1.0.0.

https://www.oracle.com/se-

curity-alerts/cpu-
jul2021.html

https://nvd.nist.gov/vuln/de-
tail/CVE-2021-2397

CVE-2021-2382

- L6 héng trong Oracle
WebLogic Server, cho
phép d6i tuong tan
cong truy cap trai

https://www.oracle.com/se-
curity-alerts/cpu-
Jul2021.html
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phép, tr do chiém
quyén diéu khién may
chu muc tiéu.

- biém CVSS: 9.8

https://nvd.nist.gov/vuln/de-
tail/CVE-2021-2382

(nghiém trong)
- Anh hudng: Web-
Logic  phién  ban
10.3.6.0.0, 12.1.3.0.0,
12.2.1.3.0, 12.2.1.4.0
va 14.1.1.0.0.
CVE-2021-2378 | 14 hong trong Oracle | https://www.oracle.com/se-

WebLog’ic Server, cl)o
phép doi tugng tan
cOng truy cap trai phép
may chu muc tiéu.

- Dbiém CVSS: 7.5
(cao)

- Anh huong: phién
ban 10.3.6.0.0,

12:1.3:0.0;, 12.2,1.3.0,
12.2.1.4.0, 14.1.1.0.0

curity-alerts/cpu-
Jul2021.html

https:/nvd.nist.gov/vuln/de-
tail/CVE-2021-2378

CVE-2021-2376

- L6 hong trong Oracle
WebLogic Server, cho
phép doi tugng tan
cong truy cap trai phép
may chu muc tiéu.

- biém CVSS: 7.5
(cao)

- Anh huong: phién
ban 10.3.6.0.0,

12.1.3.0.0, 12.2:1.3.0,
12.2.1.4.0, 14.1.1.0.0.

https://www.oracle.com/se-
curity-alerts/cpu-
jul2021.html

https://nvd.nist.gov/vuln/de-
tail/CVE-2021-2376

CVE-2021-2403

- L héng trong Oracle
WebLogic Server, cho
phép dbi tuong tin
cong truy cap trai phép
may chu muc tiéu.

- biém CVSS: 5.3
(trung binh)

https://www.oracle.com/se-
curity-alerts/cpu-
jul2021.html

https://nvd.nist.gov/vuln/de-
tail/CVE-2021-2403
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- Anh hudng: phién
ban 10.3.6.0.0,
12.1.3.0.0.

2. Huéng dan khic phuc

Céach t6t nhat dé khac phuc cac 16 hong bao mat nay la cap nhat ban va theo
huéng dan cua Oracle. Tai thoi diém nay, Oracle chua cé cong bd vé céc bien phap
khic phuc thay thé dé giam thiéu nguy co tan cdng. Vi vay, Quy don vi can thuc
hién cap nhat ban va trong thoi gian sém. Tham khao théng tin cac ban va tai:
https://www.oracle.com/security-alerts/cpujul2021.html
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